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[0. Info]

Date : 2024/07/06 - 20:26: 32
URL : https://facebook.com

[1. Mssing HITP Security Headers]

Clear-Site-Data
Cl ears browsing data (cookies, storage, cache) associated with the requesting website.

Ref: https://devel oper.nozill a. org/ en-US/ docs/ Web/ HTTP/ Header s/ Cl ear - Si t e- Dat a

Cross-Ori gi n- Enbedder - Pol i cy
Prevents docunents and workers from | oadi ng non-sane-origin requests unless all owed.

Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ Cr oss- Ori gi n- Enbedder - Pol i cy

Cross-Ori gi n- Resource-Policy
Protect servers against certain cross-origin or cross-site enbedding of the returned source.

Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Cross- Ori gi n_Resour ce_Pol i cy_( CORP)

NEL
Enabl es web applications to declare a reporting policy to report errors.

Ref: https://scotthel ne.co. uk/ network-error-1|oggi ng- deep-di ve/

Per m ssi ons-Pol i cy
Previously called "Feature-Policy", allow and deny the use of browser features.

Ref : https://scotthel ne.co. uk/ goodbye- f eat ur e- pol i cy- and- hel | o- per mi ssi ons-pol i cy/
Ref errer-Policy

Controls how nmuch referrer information should be included with requests.

Ref: https://scotthel ne.co. uk/ a- new security-header-referrer-policy/
X-Permitted-Cross-Domai n- Pol i ci es

Limt which data external resources (e.g. Adobe Fl ash/PDF docunents), can access on the donain.

Ref : https://owasp. or g/ ww®* proj ect - secur e- header s/ #di v- header s

[2. Fingerprint HTTP Response Headers]
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These headers can | eak information about software, versions, hostnanes or |P addresses:

X- FB- Debug [ f acebook. com Pl at f or mj
Val ue: 't VZzZyh/ pC760b+Wra/ eNWGxkRV1hLi Pl +HkUt t KI 0j cwr ngU9c7xw/ f YOEXyKi +kFhMJr gr eTPxe GoBc 74 QNw=="

[3. Deprecated HTTP Response Headers/Protocols and | nsecure Val ues]

The foll owi ng headers/protocols are deprecated or their values may be consi dered unsafe:

Cont ent - Security-Policy (Deprecated Directives)
Avoi d using deprecated directives: 'block-all-mxed-content', 'report-uri'

Ref: https://devel oper.nozill a. org/ en-US/ docs/ Web/ HTTP/ Header s/ Cont ent - Securi ty-Policy

Content - Security-Policy (lnsecure Schenes)
Do not allow insecure, unencrypted schenes: 'http:'
Ref: https://ww. cl oudfl are. cont | earni ng/ ssl/why-is-http-not-secure/

Ref: https://http.dev/wss

Content - Security-Policy (Too Permissive Sources)
Limt these perm ssive origins: 'data:', 'blob:'

Ref: https://content-security-policy.conl

Cont ent - Security-Policy (Unsafe Val ues)
"unsafe-inline' and 'unsafe-eval' negate nost of the security benefits provided by this header.
Ref: https://csper.iolbl og/ no-nore-unsafe-inline

Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ JavaScri pt/ Ref er ence/ @ obal _Obj ect s/ eval

Oigin-Agent-Cluster (No Valid Directives)
The only valid value is '?1".

Ref : https://devel oper.nozill a.org/ en-US/ docs/ Wb/ HTTP/ Header s/ Ori gi n- Agent - Cl ust er

Pragma (Deprecated Header)
Thi s header is deprecated.

Ref: https://devel oper.nozill a. org/ en-US/ docs/ Web/ HTTP/ Header s/ Pragma

Strict-Transport-Security (Reconmended Val ues)

Add 'incl udeSubDomai ns' and ' max-age' (wi th 31536000 -one year- as mninmun.

Ref: https://devel oper. nozill a.org/en-US/ docs/ Wb/ HTTP/ Header s/ Stri ct-Transport-Security
Ref: https://https.cio.gov/hsts/

Page 2 of 4


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
https://www.cloudflare.com/learning/ssl/why-is-http-not-secure/
https://http.dev/wss
https://content-security-policy.com/
https://csper.io/blog/no-more-unsafe-inline
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/eval
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Origin-Agent-Cluster
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Pragma
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://https.cio.gov/hsts/

"hunbl e (HTTP Headers Anal yzer)
https://github.comrfc-st/hunble | v.2024-07-06

Strict-Transport-Security (Required Val ues)
"prel oad' requires 'includeSubDomains' and ' max-age' (w th 31536000 -one year- as m nimunj.

Ref: https://devel oper. nozill a.org/ en-US/ docs/ Wb/ HTTP/ Header s/ Stri ct-Transport-Security

Vary (Potentially Unsafe Header)
The val ues of this header nay expose others, facilitating attacks if user input is accepted.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ Vary

Ref: https://ww. yeswehack. conml fr/| earn-bug-bounty/http-header-exploitation

X- XSS- Prot ecti on (Deprecated Header)
Thi s header is deprecated in the three major web browsers.
I nstead, use the "Content-Security-Policy" header restrictively.

Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ X- XSS- Pr ot ecti on

[4. Enpty HTTP Response Headers Val ues]

Enpty HTTP headers (and are therefore considered di sabl ed):

Nothing to report, all seens OK!

[5. Browser Conpatibility for Enabled HTTP Security Headers]

Cache-Control : https://caniuse.com ?sear ch=Cache- Cont r ol

Cont ent - Security-Policy: https://caniuse.conm ?search=contentsecuritypolicy2

Cont ent - Type: https://caniuse. conf ?sear ch=Cont ent - Type

Cross-Ori gi n-Opener-Policy: https://caniuse.conl ?search=Cross-Oi gi n- OQpener-Policy
Oigin-Agent-Cluster: https://caniuse.com ?search=0ri gi n- Agent - uster
Strict-Transport-Security: https://caniuse.conl ?search=Strict-Transport-Security
Vary: https://caniuse.com ?search=Vary

X- Cont ent - Type- Opti ons: https://cani use. conf ?sear ch=X- Cont ent - Type- Opti ons

X- Frane- Options: https://cani use. conl ?sear ch=X- Fr ame- Opti ons

X- XSS- Prot ection: https://caniuse. conl ?sear ch=X- XSS- Prot ecti on
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Anal ysis done in 0.7 seconds! (changes with respect to the |ast analysis in parentheses)

M ssi ng headers: 7 (First Analysis)
Fi ngerprint headers: 1 (First Analysis)
Deprecat ed/ | nsecure headers: 10 (First Analysis)
Enpty headers: 0 (First Analysis)
Fi ndi ngs to review 18 (First Analysis)
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